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Your privacy is important to DataBlend. So, we’ve developed a Privacy Statement that covers how we collect, use, disclose, 
transfer, and store your personal information.

This Privacy Statement applies to DataBlend, LLC, a Delaware limited liability company and any affiliated companies, and to 
the websites available under the domain www.DataBlend.com (together, the “Site”).

This Privacy Statement relates to DataBlend and the use of DataBlend services available through the Site only (the 
“Products”). This Privacy Statement does not apply to use of personal information in connection with employment.

1.  COLLECTION AND USE OF PERSONAL INFORMATION 
Personal information means information that identifies, relates to, describes, is capable of being associated with or could 
reasonably be linked, directly or indirectly, with a particular individual or household.

You may be asked to provide your personal information any time you are in contact with DataBlend. We may share this 
information with our affiliates and they may use it consistently with this Privacy Statement. We may also combine it with 
other information to provide information about our Products, services, and content. You are not required to provide the 
personal information that we request, but, if you chose not to do so, we may not be able to provide you with our Products 
or respond to any queries you may have.

1.1 WHAT PERSONAL INFORMATION WE COLLECT
Here are some examples of the types of personal information DataBlend may collect and how we may use it:
•	 When you create a DataBlend Account, purchase a Product, download a software update, or contact us, we may 

collect a variety of information, including your name, mailing address, phone number, email address, and contact 
preferences.

•	 We may collect personal information when you reach out to us for support, give us feedback, participate in optional 
surveys, product research or training and you choose to share (“Communication Information”).

•	 When you invite others to participate in DataBlend services or forums, DataBlend may collect the information you 
provide about those people such as name, mailing address, email address, and phone number. DataBlend will use 
such information to fulfill your requests, provide the relevant Product or service, or for anti-fraud purposes.

•	 We may collect certain information about you when you access or use the Products. This may include:
•	 Device information. We may collect information about your device such as Internet Protocol (“IP”) addresses, 

log information, error messages, device type, and unique device identifiers. For example, we may collect IP 
addresses from you as part of our sign in and security features.

•	 We may receive information about your business, your finances, expenses, invoices, financial statements, 
details of your financial transactions, payroll details, payment details, tax return details, details about your 
customers or vendors or employees, income and wage information, or investment information.
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•	 Third-party service content. We receive information about you when you sign in to a third-party service with 
your DataBlend Account or when you connect your DataBlend Account to a third-party service. For example, 
you may choose to connect your DataBlend Account with your accounting and planning systems. To sync your 
financial account information, we must access your financial account information.

•	 Usage information. We may collect usage information such as the pages you viewed, the features you use, your 
browser type and details about any links with which you interact.

•	 Location information. Certain features in our platform may collect your precise location information, device 
motion information, or both, if you grant permission to do so in your device settings. For example, if you use our 
time-tracking service.

•	 Information from cookies and other technologies. DataBlend and our service providers may use commonly 
used tools such as cookies, web beacons, pixels, local shared objects and similar technologies (collectively 
“cookies”) to collect information about you (“Cookie Information”) so we can provide the experiences you 
request, recognize your visit, track your interactions, and improve your and other customers’ experience. The 
DataBlend Products are not currently configured to respond to browsers’ “Do Not Track” signals. You have 
control over some of the information we collect from Cookies and how we use it. For more information, please 
see our Cookies and Other Technologies, below.

•	 Information stored locally. Some of our Products may synchronize with the information on your computer. We 
may also store personal information locally on your device.

1.2 HOW WE USE YOUR PERSONAL INFORMATION
We collect and process personal information from you only when:
•	 We have your permission to do so,
•	 We need the personal information to perform a contract with you or provide a service to you,
•	 Necessary to provide you with the benefits of our Products and to operate our business,
•	 The processing is in our legitimate business interests, and
•	 Necessary to comply with legal requirements, including applicable laws and regulations.

As particular examples, we may use your personal information as follows:
•	 The personal information we collect allows us to keep you posted on DataBlend’s latest product announcements, 

software updates, and upcoming events. If you don’t want to be on our mailing list, you can opt out any time by 
updating your preferences or, for marketing communications, by clicking on the applicable unsubscribe buttons in 
each email.

•	 From time to time, we may use your personal information to send important notices, such as communications 
about purchases and changes to our terms, conditions, and policies. Because this information is important to your 
interaction with DataBlend, you may not opt out of receiving these communications.

•	 We also use personal information to help us create, develop, operate, deliver, and improve our products, services, 
and content, and for anti-fraud purposes.

•	 We may use your personal information, including date of birth, to verify identity, assist with identification of users, and 
to determine appropriate services.

•	 We may also use personal information for internal purposes such as auditing, data analysis, and research to improve 
DataBlend’s Products, services, and customer communications.

•	 If we combine non-personal information with personal information, the combined information will be treated as 
personal information for as long as it remains combined and includes personal information
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1.3 COLLECTION AND USE OF ADDITIONAL INFORMATION
We also collect data in a form that does not, on its own, permit direct association with any specific individual. We may 
collect, use, transfer, and disclose non-personal information for any purpose. The following are some examples of non-
personal information that we collect and how we may use it:
•	 We may collect information such as occupation, language, zip code, area code, unique device identifier, referrer URL, 

location, and the time zone where a DataBlend Product is used so that we can better understand customer behavior 
and improve our products and services.

•	 We may collect information regarding customer activities on the Site and from our other Products and services. This 
information is aggregated and used to help us provide more useful information to our customers and to understand 
which parts of the Site, Products, and services are of most interest. Aggregated data is considered non-personal 
information for the purposes of this Privacy Statement.

•	 We may collect and store details of how you use our services, including search queries. This information may be used 
to improve the relevancy and performance of our Products.

2.  COOKIES AND OTHER TECHNOLOGIES
DataBlend’s Site, Products, email messages, and advertisements may use “cookies” and other technologies such as 
pixel tags and web beacons. These technologies help us better understand user behavior, tell us which parts of the Sites 
people have visited, and facilitate and measure the delivery of our services. We treat information collected by cookies 
and other technologies as non-personal information. However, to the extent that IP addresses or similar identifiers are 
considered personal information by local law, we also treat these identifiers as personal information.

DataBlend and our partners also use cookies and other technologies to remember personal information when you use the 
Site or our Products. Our goal in these cases is to make your experience with DataBlend more convenient and personal. 
For example, knowing your first name lets us welcome you the next time you visit the Site.

If you want to disable cookies, most browsers will permit you to do so. Please note that certain features of the DataBlend 
Site will not be available once cookies are disabled.

We also gather some information automatically and store it in log files. This information may include IP addresses, 
browser type and language, Internet service provider (ISP), referring and exit websites and applications, operating 
system, date and time stamp, clickstream data, state change information, and metadata.

We use this information to understand and analyze trends, to administer the services and Products, to learn about user 
behavior on the Site, to improve our Product and services, and to gather demographic information about our user base as 
a whole. DataBlend may use this information in our marketing services.

In some of our email messages, we use a “click-through URL” linked to content on the DataBlend Site. When customers 
click one of these URLs, they pass through a separate web server before arriving at the destination page on the Site. 
We track this click-through data to help us determine interest in particular topics and measure the effectiveness of our 
customer communications. If you prefer not to be tracked in this way, you should not click text or graphic links in the email 
messages.

Pixel tags enable us to send email messages in a format customers can read, and they tell us whether mail has been 
opened. We may use this information to reduce or eliminate messages sent to customers.
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3.  DISCLOSURE TO THIRD PARTIES 
3.1 STRATEGIC PARTNERS
At times DataBlend may make certain personal information available to strategic partners that work with DataBlend to 
provide Products and services, or that help DataBlend market to customers. Personal information will only be shared 
by DataBlend to provide or improve our Products, and services; it will not be shared with third parties for their marketing 
purposes.

3.2 SERVICE PROVIDERS
DataBlend shares personal information with companies who provide services such as information processing, extending 
credit, fulfilling customer orders, delivering Products to you, managing and enhancing customer data, providing customer 
service, assessing your interest in our Products and services, and conducting customer research or satisfaction surveys. 
These companies are obligated to protect your information and may be located wherever DataBlend operates.

3.3 OTHERS
It may be necessary — by law, legal process, litigation, or requests from public and governmental authorities within 
or outside your country of residence — for DataBlend to disclose your personal information. We may also disclose 
information about you if we determine that for purposes of national security, law enforcement, or other issues of public 
importance, disclosure is necessary or appropriate.

We may also disclose information about you if we determine that disclosure is reasonably necessary to enforce our terms 
and conditions or protect our operations or users. Additionally, in the event of a reorganization, merger, or sale we may 
transfer any and all personal information we collect to the relevant third party.

4.  PROTECTION OF PERSONAL INFORMATION
DataBlend takes the security of your personal information very seriously. DataBlend Products protect your personal 
information during transit using encryption such as Transport Layer Security (TLS). When your personal information is 
stored by DataBlend, we use computer systems with limited access housed in facilities using physical security measures. 
Your stored data is stored in encrypted form including when we utilize third party storage.

When you use some DataBlend Products, services, or applications or post on a DataBlend forum, chat room, or social 
networking service, the personal information and content you share is visible to other users and can be read, collected, 
or used by them. You are responsible for the personal information you choose to share or submit in these instances. For 
example, if you list your name and email address in a forum posting, that information is public. Please take care when 
using these features.

5.  INTEGRITY AND RETENTION OF PERSONAL INFORMATION
DataBlend allows you to keep your personal information accurate, complete, and up to date. We will retain your personal 
information for the period necessary to fulfill the purposes outlined in this Privacy Statement unless a longer retention 
period is required or permitted by law.

6.  ACCESS TO PERSONAL INFORMATION
You can confirm that your contact information and preferences are up to date by logging in to your account through the 
Site. For other personal information we hold, we will provide you with a copy of such information upon your request. You 
may also request that we correct inaccurate data or delete data about you if DataBlend is not required to retain it by law 
or for legitimate business purposes. We may decline to process requests that are frivolous or vexatious, jeopardize the 
privacy of others, are extremely impractical, or for which access is not otherwise required by local law. Access, correction, 
or deletion requests can be made through by contacting DataBlend (see Section 14, below).
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7.  CHILDREN
We do not knowingly collect, use or disclose personal information from children under 13, or equivalent minimum age in 
the relevant jurisdiction, without verifiable parental consent. If we learn that we have collected the personal information of 
a child under 13, or equivalent minimum age depending on jurisdiction, without first receiving verifiable parental consent, 
we will take steps to delete the information as soon as possible.

Children under the age of 13, or equivalent minimum age in the relevant jurisdiction, are not permitted to create their own 
DataBlend Accounts or to use our Products.

8.  LOCATION-BASED SERVICES
To provide location-based services on DataBlend Products, DataBlend and our partners and licensees may collect, use, 
and share precise location data, including the real-time geographic location of your computer, browser, or DataBlend 
device. Where available, location-based services may use GPS, Bluetooth, and your IP address, along with crowd-
sourced Wi-Fi hotspot and cell tower locations, and other technologies to determine your devices’ approximate location. 
Unless you provide consent, this location data is collected anonymously in a form that does not personally identify you 
and is used by DataBlend and our partners and licensees to provide and improve location-based products and services. 
For example, your device may share its geographic location with application providers when you opt in to their location 
services.

Some location-based services offered by DataBlend require your personal information for the feature to work.

9.  THIRD-PARTY SITES AND SERVICES
In order to funct ion,  DataBlend Products,  appl icat ions,  and services may contain l inks to th i rd-
party websi tes,  products,  and services.  Our Products and services may also use or offer  products 
or services f rom third part ies — for example,  a th i rd-party service developed using our Products. 
Informat ion col lected by th i rd part ies,  which may include such things as locat ion data or contact 
detai ls,  is  governed by their  pr ivacy pract ices.  We encourage you to learn about the pr ivacy 
pract ices of  those third part ies.

10.  INTERNATIONAL USERS
In connect ion wi th DataBlend’s Services,  DataBlend (and i ts Sub-Processors) may process outside 
the EEA, or the UK (as appl icable) certain Customer Personal  Data protected by Appl icable Data 
Protect ion Laws in respect of  which Customer (or a Control ler  Aff i l iate) is the Control ler.  The part ies 
agree that when the transfer of  Customer Personal  Data protected by Appl icable Data Protect ion 
Laws from the Customer (or a Control ler  Aff i l iate) to DataBlend is a Restr icted Transfer then i t  shal l 
be subject  to the appropr iate Standard Contractual  Clauses. As a Data Processor,  processes are 
in place for DataBlend to respond to any requests f rom a Data Subject  for  access, correct ions,  or 
delet ion of  personal  data as mandated by GDPR.

10.1 REPRESENTATIVE FOR DATA SUBJECTS IN THE EU AND UK
We value your pr ivacy and your r ights as a data subject  and have therefore appointed Pr ighter 
Group with i ts local  partners as our pr ivacy representat ive and your point  of  contact .

Pr ighter gives you an easy way to exercise your pr ivacy-related r ights (e.g.  requests to access or 
erase personal  data).  I f  you want to contact  us v ia our representat ive,  Pr ighter or make use of  your 
data subject  r ights,  p lease vis i t  the fo l lowing websi te.  ht tps: / /pr ighter.com/cc/DataBlend 
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11.  CALIFORNIA PRIVACY DISCLOSURES
The provis ions in th is Sect ion 11 apply only to the extent that  you are a resident of  Cal i fornia,  USA.

11.1 CCPA
If  you are a Cal i fornia resident,  you may have the fol lowing r ights under the Cal i fornia Consumer 
Pr ivacy Act of  2018 (“CCPA”).
• 	 Ver i f icat ion.  In order to protect  your personal  informat ion f rom unauthor ized access or delet ion, 

we may require you to ver i fy your login credent ia ls before you can submit  a r ights request.  I f 
you do not have an account wi th us,  or  i f  we suspect that  your account has suffered fraudulent 
or mal ic ious act iv i ty,  we may ask you to provide addi t ional  personal  informat ion for ver i f icat ion. 
I f  we are subsequent ly unable to conf i rm your ident i ty,  we may refuse your r ights request.

• 	 Author ized agents.  You may use an author ized agent to submit  a r ights request.  I f  you do so, 
the agent must present s igned wri t ten author izat ion to act  on your behal f ,  and you may also be 
required to independent ly ver i fy your ident i ty or your legal  author i ty or ownership of  the personal 
informat ion wi th us.

• 	 Access. You may have the r ight  to access the categor ies of  personal  informat ion we have 
col lected about you, the sources from which that informat ion was col lected, the business or 
commercial  purpose for col lect ing your personal  informat ion,  the categor ies of  th i rd part ies wi th 
whom we share your personal  informat ion,  the speci f ic  p ieces of  personal  informat ion we have 
col lected about you, the categor ies of  personal  informat ion we sold about you, the categor ies 
of  th i rd part ies to whom we sold personal  informat ion about you, and the categor ies of  personal 
informat ion we disclosed for a business purpose.

• 	 Delet ion.  You may have the r ight ,  under certain c i rcumstances, to request that  we delete the 
personal  informat ion you have provided to us.

• 	 Non-discr iminat ion.  You have the r ight  to be free f rom discr iminat ion related to your exercise of 
any of  your Cal i fornia pr ivacy r ights.

Please note that  we may claim legal  exemptions for certain types of  personal  informat ion f rom al l  or 
certain parts of  the CCPA pursuant to var ious CCPA exemptions.

11.2 DO NOT TRACK
DataBlend does not t rack i ts customers over t ime and across th i rd party websi tes to provide 
targeted advert is ing and therefore does not respond to Do Not Track (DNT) s ignals.  However, 
some third party s i tes do keep track of  your browsing act iv i t ies when they serve you content,  which 
enables them to ta i lor  what they present to you.

11.3 NOTICE FOR MINORS
DataBlend may offer  interact ive services which al low you to post content to share publ ic ly or 
wi th contacts.  At  any t ime you can delete or remove content you have posted using the delet ion 
or removal  opt ions wi th in our services.  I f  you have quest ions about how to remove content you 
have posted, contact  DataBlend (see Sect ion 14, below).  Al though we offer  delet ion capabi l i ty 
for  our services,  you should be aware that the removal  of  content may not ensure complete or 
comprehensive removal  of  that  content or informat ion posted through the services.  For example,  i f 
your posted content has been copied and reposted by another user,  you wi l l  not  be able to remove 
such content.
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ABOUT DATABLEND
DataBlend is an Integration Platform-as-a-Service (iPaaS) solution designed exclusively for CFOs, controllers, and their teams. Featuring a no-code, low-code 
workflow builder, DataBlend allows accounting and finance professionals to create secure and worry-free data integrations. Companies use DataBlend to collect 
and join data from multiple sources, build workflows (e.g. field to field mapping, pivot tables, and additional data transformations through virtually unlimited custom 
scripting possibilities), and schedule events so users are never without real-time data access. DataBlend’s intuitive interface makes it easy to manage all application 
integrations from a single platform, eliminating the need to rely on IT resources to manage multiple, point-to-point connections. Find out how DataBlend can help your 
organization at www.datablend.com

12.  OUR COMPANYWIDE COMMITMENT TO YOUR PRIVACY
To make sure your personal  informat ion is secure,  we communicate our pr ivacy and secur i ty 
guidel ines to DataBlend employees and str ict ly enforce pr ivacy safeguards wi th in the company. 
We use physical ,  technical ,  and organizat ional  safeguards designed to protect  your personal 
informat ion.  However,  despi te these controls,  we cannot completely ensure or warrant the secur i ty 
of  your personal  informat ion.

13.  PRIVACY QUESTIONS
I f  you have any quest ions or concerns about DataBlend’s Pr ivacy Statement or data processing or 
i f  you would l ike to make a complaint  about a possible breach of  local  pr ivacy laws, please contact 
us.  You can always contact  us as set  out below.

Al l  such communicat ions are examined and repl ies issued where appropr iate as soon as possible.  I f 
you are unsat isf ied wi th the reply received, you may refer your complaint  to the relevant regulator 
in your jur isdict ion.  I f  you ask us,  we wi l l  endeavor to provide you with informat ion about relevant 
complaint  avenues which may be appl icable to your c i rcumstances.

14.  UPDATES TO THIS PRIVACY STATEMENT
DataBlend may update i ts Pr ivacy Statement f rom t ime to t ime. When we change the pol icy in a 
mater ia l  way, a not ice wi l l  be posted on our Si te along with the updated Pr ivacy Statement.

15.  CONTACT DATABLEND
DataBlend, LLC
515 Moscow Road
Stowe, VT USA 05672

Emai l :  legal@DataBlend.com

DO YOU WANT MORE INFORMATION? 
For more up to date information about DataBlend’s privacy policy, visit https://datablend.com/privacy-policy/


